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DEPARTMFENT OF INFORMATION TECHNOLOGY
Jazer 93301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

December 7, 2022

Lori Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

29 Hazen Drive

Concord, NH 03301

Dear Commissioner Shibinctte:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into an amendment with the University of Southern Maine., as
described below and referenced as DoIT No. 2018-103B.

The purpose of this request is for continued guidance with the evaluation plan for New
Hampshire’s . clivery Systems Rel 1 Incentive Program.

The Price Limitation will not change and remain $1,790,797, effective upon Governor and
Executive Council approval through June 30, 2023.

A copy of this letter must accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,

M M-,..,-

Denis Goulet

DG/jd
DolT #2018-103B

cc: Mike Williams, IT Manager

“Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services
Amendment #2

This Amendment to the Delivery System Reform Incentive Program (DSRIP) Evaluator contract is by and
between the State of New Hampshire, Department of Health and Human Services ("State” or
"Department") and University of Southern Maine ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract”") approved by the Governor and Executive Council
on October 3, 2018, (ltem #7A), as amended on June 16, 2021 (Item #5A) the Contractor agreed to perform
certain services based upon the terms and conditions specified in the Contract and in consideration of
certain sums specified; and

WE._REAS, pursuant to Form P-37, Generat Provisions, Paragraph 18, and Exhibit C-1, Revisions to
General Provisions, Section 5, Renewal, the Contract may be amended upon written agreement of the
parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutuat covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
June 30, 2023

2. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Robert W. Moore, Director.

‘ 78k

University of Southern Maine Amendment #2 Contractor Initials
12/2/2022

RFP-2018-OQAI-01-EVALU-01-AQ02 Page 1 0of 3 Date



Docu¢ 1 Envelope ID: C3087AC7-6C0D-493C-BD17-1AFD2F0EBF60

All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.

This Amendment shall be effective January 1, 2023, upon the date of Governor and Executive Council
approval.

IN WITNESS WHEREGQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

——-DocuSigned by:
12/2/2022 L Heray D. Liprucn
- - LeHLADAE L Dazd
Date Name: Henry D. Ui pman— o
Title:

Medicaid Director

University of Southern Maine

~— - DocuSigned by"

12/2/2022 1 Terare Blocw bk
Date ame: .
Title: Tamara Blair Kirk

Director, Research Service Center (AOR)

University of Southern Maine Amendment #2
RFP-2018-OQAI1-01-EVALU-01-A02 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, subs
execution.

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
12/5/2022 Wb% Gennno

- T48734844341467

Date Name:  Robyn Guarino
Title:
Attorney

ice.

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of

the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
University of Southern Maine Amendment #2

RFP-2018-OQAI-01-EVALU-01-A02 Page 3 of 3















as healthcare utilization and costs. Her recent research has explored and evaluated models of integrated
care and understanding mechanisms of practice transformation during quality improvement initiatives or
program implementation. Dr. Smith is trained in both qualitative and quantitative research methods; her
expertise includes applied research, evaluation design, survey methodology, psychometrics, primary and
secondary data analysis, quality measurcment. and program monitoring. She holds a Masters and
Doctorate degree from the University of Pittsburgh, with advanced post-doctoral training in health
services and behavioral health research.

Employment

2018 — Present

2013 -2018

Director of Substance Use Rescarch & IEvaluation, Scnior Rescarch Associate
Cutler Institute, University of Southern Maine

As Senior Rescarch Associate, serves as the Principle Investigator (P1) on several
large federal grants designed to address substance use disorders, including
HRSA's Rural Opioid Communitics Response Program, SAMHSA and CMS,
and is the Maine site PI for the IIRSA-funded Center on Rural Addiction.
e  Oversces the research portfolio of the SURE unit and secures funding to
support research activities
o Works with state governments. health svstems and other community
partners on medium to large scale research and evaluation projects
e Supervises a team of rescarchers in the SURE unit
e Mentors staftf and graduate students
e Participates in the design and implementation of program evaluations
e Develops and oversee study protocol and procedures
o Oversees project budgets
e Analyzes qualitative and quantitative data
¢  Oversees survey and measures development
e Prepares technical reports, briefs, presentations and peer-reviewed
journal articles
e Serves on the Cutler Institute Internal Management Committee providing
broad based leadership, strategic direction and oversight over the
Institute and staff

Rescarch Associate 1, Cutler Institute, University of Southern Maine

Research Associate |

Rescarch Analyst Il

As Research Associate 11, serves as the Principle Investigator (P1) on a grant
funded by the Maine Health Access Foundation aimed at evaluating their
Addiction Care Program. Also Pl for a project funded by the Maine Cancer
Foundation aimed at evaluating their Challenge Cancer 2020 Initiative. Member
of the evaluation leadership tcam for the Northern New England Clinical and
Translational Research network. Project Director for the Annual Survey of
Children Served by MaineCare, and manage the statewide reporting for the Child
Core Set metrics. and Project Director for the Lunder-Dincen Evaluation ot an
Alcohol Education Program for Healthcare Providers. Co-instructor of Masters
level course at the Muskic School of Public Service entitled “Seminar in
Behavioral Health.”

e Prepares grant proposals independently and with other Muskie investigators


















































































Grirro —. NEWHAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

March 25, 2021

Lori A. Shibinctte, Commissioncr
Department of Health and Human Services
State of New Hampshire

129 Plcasant Strect

Concord, NH 03301

Decar Commisstoner Shibinctie:

This letter represents formal notification that the Departiment of Information Technology (DolT)
has approved your agency’s request to amend an existing contract with the University of Southern Maine
of Portland, ME as described below and referenced as DolT No. 2018-103A.

The purpose of this time only cxtension request is to provide addiugnal time to the
University of Southern Mainc 10 complcete the evaluation of the New Hampshire Dehivery
System Reform Incentive Program (DSRIP) in accordance with the NiH DSRIP Evaluation
Design as approved by the U.S. Ceaters for Medicaid and Medicare Services (CMS).

There is no change to the price limita(ion of $1 ,790,797, and extends the completion date
from the original date of March 31, 2022 o Deccmber 31, 2022, This amendment shall
beecome cffective upon Governor and Exceutive Council approval through December 31,
2022. '

A copy of this lctter should accompany the Department of Health and Human Scrvices’ submission

1o the Governor and Exccutive Council for approval.

Denis Goulet

Sincerely,

DG/kaf

DolT #2018-103A

RID: N/A

cc. Michacl Williams, IT Manager, DolT

“Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Delivery System Reform Incentive Program (DSRIP) Evaluator contract is by and
between the State of New Hampshire, Department of Health and Human Services ("State" .or
“"Department”} and University of Southern Maine ("the Contractor”). '

WHEREAS, pursuant to an agreement (the "Contract") approved by the: Governor and Executive Council
on October 3, 2018, (ltem #7A), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, and Exhibit C-1, Revisions to
General Provisions, Section 5, Renewal, the Contract may be amended upon written agreement of the
parties and approval from the Governor and Executive Council; and )

WHEREAS, the parties agree to extend the term of the agreement, increa:  the price limitation, or modify
the scope of services to support continued delivery of these services; and :

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
December 31, 2022 .

2. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Nathan D. White, Director.

3. Form P-37, General Provisions, Block 1.10,‘State Agency Telephone Number, to read:
603-271-9631.

223

78k

University of Southern Maine Amendment #1 : Contractor Initials P
‘ 3/29/2021

RFP-2018-0QAI-01-EVALU Page 10f3 Date
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
4/1472021 : Henry D. Lipman
Date ' , Name. Helry g. Cipman
: Title:  Medicaid pDirector

University of Southern Maine

DocuSigned by:

3/29/2021 . Terare Bloin kiak
Date . Namgo ramard alair Kirk

Title:  opirector, Research Service Center (AOR)

University of Southern Maine Amendment #1
RFP-2018-0QAI-01-EVALU Page 2 of 3
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...le preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
4/16/2021 %

Date ’ Name. catherine Pinos
: Title:  attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

vate ' Name:
Title:
University of Southern Maine Amendment #1

RFP-2018-0QAI-01-EVALU Page 3 0f 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF MEDICAID SERVICES

123 PLEASANT STREET, CONCORD, NH 03301
- 603-271.9422  1-800-852-3345 Ext. 9422
Fax: 603-271-8431 TDD Access: 1-800-735-2964
wwyw.dhhs.nh.goy ’

Jefrey A. Meyers
Commissioner

Heary Lipman
Director

September 12, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of Medicaid Services,
to enter into an agreement with University of Southern Maine, Vendor #TBD, PO Box 9300, 83
Falmouth Street, Portland, ME 04104, in an amount not to exceed $1,790,797, for the
provision of implementing an evaluation plan for New Hampshire's Delivery Systems Reform
Incentive Program, effective upon date of the Governor and Executive Council approvai
through March 31, 2022. 50% Federal Funds, 50% General Funds.

: _ Funds are available in the following account for State Fiscal Year 2019, and are
anticipated to be available in State Fiscal Years 2020 through 2021, upon the availability and
continued appropriation of funds in the future operating budgeéts, with authority to adjust
encumbrances between State Fiscal Years through the Budget Office, without approval from -
the Governor and Executive Councll, if needed and justified.

05-095-047-470010-52010000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN
SVCS DEPT OF HHS: OFC OF MEDICAID & BUS PLCY, OFF OF MEDICAID & BUS
POLICY, IDN FUND

State Total

Fiscal Class/Account Class Title Job Number A

Year , , _ mount
2019 | 172 RANT 24 Contracts for Prog Svc_{ 47004240 $658.976

¢v20 gy s Contracts for Prog Svc | 47004240 $568.252

2021 1w2-5uu/01 Contracts for Prog Svc | 47004240 $563,569

2022 102-500731 Contracts for Prog Svc | 47004240 : $0

: Total $1,790,797

EXPLANATION

The purpose of this request is to enter into an agreement with an external evaluator for
. the evaluation of the New Hampshire Delivery System Reform Incentive Program (DSRIP} in
accordance with the NH DSRIP Evaluation Design as approved by the U.S. Centers for
Medicaid and Medicare Services.



His Excellency, Govi i Christopher T. Sununu
and the Honorable Council
Page 2

The University of Southern Maine will implement the evaluation plan of New Hampshire
Medicaid’s Section 1115(a) Delivery System Reform Incentive Program (DSRIP) waiver. The
DSRIP waiver was approved by the Centers for Medicare and Medicaid Services (CMS) on
January 5, 2016, and is active through December 31, 2020. The DSRIP waiver supports
delivery system transformation. The waiver enables health care providers and community
partners within a region to form relationships focused on transforming care. The waiver also
provides timely resources for combating the opioid crisis and strengthening the State's stramed‘
mental health delivery system.

Evaluating the results of an 1115(a) waiver by an independent evaluator is federally
required by the Special Terms and Conditions of the waiver approval. The Centers . for
Medicare and Medicaid Services approved New Hampshire's evaluation pian on September 5,
2017.

Funds in this agreement will be utilized by the proposed vendor to impfement the
federally approved evaluation plan. The proposed vendor will calculate performance
measures, conduct stakeholder interviews and produce federaily required reports.

The results of the evaluation plan will inform the Department as to whether the goals of
the DSRIP waiver have been achieved. This inciudes understanding if the DSRIP
Demonstration was effective in achieving better care and improved health outcomes for
Medicaid beneficiaries. - In addition, the Department will better understand the DSRIP
Demonstration’s impact on improving the behavioral health work force, mformatlon technology
infrastructure, and coordination between providers.

The following performance measures/objectives  will be used to measure the
effectiveness of the agreement:

+ Data collection and analysis is timely and accurate,
e Federal reporting is submitted to CMS for approval; and,

e Federal performance reports represent valid and reliable findings as indicated by
federal CMS approval.

"University of Southern Maine was selected for this project through a competitive bid
process. A Request for Proposals was posted on The Department of Health and Human
Services' web site from November 29, 2017 through December 28, 2017. The Department
received one {1) proposal. The proposal was reviewed and scored by a team of |nd:vnduals
with program- spemﬁc knowledge. The Score Summary is attached.

As referenced in the Request for Proposals and the Exhibit C-1 of this contract, this
Agreement has the option to extend for up to four (4) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and approval of
the Governor and Executive Council.

Notwithstanding any other provision of the Contract to the contrary, no services shall
continue after June 30, 2019, and the Department shall not be liable for any payments for.
services provided after June 30, 2019, unless and until an appropriation for these services has
been received from the state legislature and funds encumbered for the SFY 2020-2021 and
SFY 2022-2023 biennia.



His Excellency, Governor Christopher T. Sununu
and the Honorable Councit
Page 3

Should the Governor and Executive Council not authorize this requést, the Department
would be out of compliance with the Special Terms and Conditions of the DSRIP waiver which
may resull in financial penalties.

Area served: Statewide

Source of Funds: 50% Federal Funds from CFDA #93.778 Centers for Medicare and Medicaid
Services (CMS), NH Delivery System Reform Incentive Payment (DSRIP) Demonstration
Waiver FAIN #NH20164_, 50% General Funds.

In the event that the Federal Funds become no longer available, additional General
Funds will not be requested to support this program. '

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Office of Business Operations
Contracts & Procurement Unit
Summary Scoring Sheet

- ~——

Dell;/ery System Reform Incentive
Program (DSRIP) Evaluator

RFP-2018-OQA!-01-EVALU

RFP Nameo RFP Numbor
‘ | ;
Bidder Name Pass/Fall M;:Tlr:;m ::;!:ir 2
1 University of Southern Maine 500 438 3
20 800 | o 4
30 500 0 5.
%9 500 0 6

Reviewer Names

Laura Holmes; Prog Planning & Review

" Spds!, Exlerty Srves, DHHS

" Cardine Trexder, .

Grant Beckman, Administrator 11,

" OCOM. COST

Athena Gagron, COST

Amy O'Hara, Finance Mgr, BHKS. Div

" of Family Asst. COST



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
: 27 Hazen Dr., Concord, NH 03301
Pax: 603-271-1516 TDD Access: 1-800-735-2964
www .nh.gov/doit

Denls Goulet.
Commissioner ,

September 25, 2018

Jeffrey A, Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DoiT)
has approved your agency’s request to enter into a contrect with University of Southem Maine, of
Porntland, ME as described below and referenced as Dol T No. 2018-103.

This is & rcquest to enter into a contract to implement an evaluation plan for the NH
Delivery System Reform Incentive Payment (DSRIP) Demonstration Waiver project in
accordance with the NH DSRIP Evaluation Design thet has been approved by the US
Center for Medicaid Services (CMS). The NH DSRIP Demonstration aims to transform
the way physical and behavioral heelth care is delivered to Medicaid beneficiarics with
behavioral and/or substance use disorders (SUD), with the aim of improving health care
quality, improving population health, reducing avoidable hospital use, and lowering
(  health care costs.

The amount of the contract is not 10 exceed $1,790,797 and shall become effective the
date of Governor and Executive Council approval, through March 31, 2022.

A copy of this letter should accompany the Depantment of Health and Human Services'
submission to the Governor and Executive Council for approval.

Denis Goulet

DG/kaf
DolT #2018-103

cc: Bruce Smith, IT Manager, Dol T

"innovotive Technologles Todoy for New Haompshire's Tomorrow™
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FOR\I NU-\IBFR P-37 (v:rsion 5/8/185)

bm; cer This n;rumcn\ and oft ofnu attachments shall beeame public upon submitsion (o Governor and

Cxccuch Coumit for nppraval. Any Informotion that is privote, -.onﬁdcnhal or pmpnctar) must

be cleaddyidemified w (e agcm:) a7 agrecd to in writing prior o sngmng the cvmrn::l

1. IBENTIFICATION.

AGREEMENT

‘The St1ate of New Hampshire and the Contudiur hereby mutually agrev as fotlows:

"GENERAL PROVISIONS

C1.1 State Agency Name

NH Deparimeat of ficalth end Human Savices

t1.a oluic ngricy Adaress

| 129 Pleasant Strect

o 1Conmyd. NH 03301-3857

*1.1.3 Contfoctor Nome
fUniversity of Southurn Mainc

. 4 Contrglor Adduu
‘PO Box 9300

9% Falmouth St.

Portland, ME 04 104-9I00

V5 Convractor Phonc

Number

'207-228-8538

'If6'HA'E'cbunl"f4umbcr

05-9547-470010-520 10000
.102-500731 -

11 Feds 2

2. 7 Cémpletion: Dcu. LA Pricc Limitativn

March:31,:2022,

$1,790,797.00

119 Cnmr-.:ctm, Ofl’nccr for S«a{c Agency

E. Maria Reinemana, Esq.

Direcior of Conu-aus und Procun:mcnl

T L I0 S ATeAey Telephone Number
11603.271.9230

[ ll Conlmc(or Hugnalurc

sicig

1'0.12  Nome and Titde of Conteacier Signatory

Tamara L, Btalr Kirk
Dlreclo: Research Service Center

o provtn lo
{indicusd in block 1.12.

1113 Acknowledgement: Shicol- “hmﬂ Coumy of C(/(«&u.,l QC{M_,J/ e —

[

. before the undcfubn:d ofMcer, pcrsnn:lly appearcd the person identificd in block .42, or satisfaciorily
he puerson whosc rame is signed In block 1.1, und ucknowiedyed that s/be excevied this document in the capacity

{Seal], * AYY I\

1 4933 Signowre of Notary Pubhc of )ushc: ohhc l'c:m

«

of.

| ERER Namcond l"ufc Nyl

Justicé ol the Peace

o g Lol

pue._ Yifbpor

1115 Nae und Til!E—ofSialEAané}'ﬁi'grﬁtdr}'

H,Ar-.‘ D Lph‘-\/\"’ 'J"!. <.q J,D fUL’@"’

et uf/\dm;msirﬁn Dmsnon of Petsonnel {if applicabk)

By: .

Director, On:

By:

l"lvtﬂ Approval by the Go\‘v:r;‘aor :md \ccuuvc(:?.@ ‘Uapﬂ:tbbﬂ)

07//5//5,. s

On:.

" Page 1 of4
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«

Notice: This agreement and all of its attachments shall become public upon submission 10 Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identificd to the agency and agreed to in wriling prior 10 signing Lthe contract,

AGREEMENT
Thc Statc of New Hampsh:rc and the Conlractor hereby mutually agrec as foliows:

GENERAL PROVISIONS

ATTYTIE T TION.

l 1 Dlale AgencCy Namc
NH Department of Health and Hurnan Services

1.2 State Agency Address
129 Picasant Sircet
Concord, NB 03301-3857

b3 Contractor Name
University of Southern Maine

1.4 Contractor Address
PO Box 9300

FORM NUMBER P-37 (version 5/8/15)

96 Falmouth S1.
Portland, ME 04174 9300

1.5 Contractor Phone 1.6 Account Number 1.7 Completion vate 1.8 Price Limitation

Number
207-228-8538 05-95-47-470010-520 106000

102-500734

March (, 2022 $1,790,797.60

1.10 Statc Agency Telephone Number
603-271-9330

I 9 Contracting Officer for State Agency
E. Maria Reinemnann, £5q.
Director of Contracts and Procurement

1.12 Name ﬁnd Title of Contractor Signatory
Tamara L. Biair Kirk
Director, Research Service Center

L1 Contrector Signature

A 6lain Yo 8liig

1.13 Acknowledgement: State of , County of
’ ’ Meed ~comvol (mondomd
% , before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
provcn o & person \shosc name is signed in block 1.11, and acknowledged that s/he executed this documcnt in the capacity
CENS B SR B R P Y lz .

1531 s we NOtary Public or Justice of the Peace

[Seal) ﬂW\’Xﬂg@/A{L\M

¢ g:u\%é

1.13.2 Name and Title %succ of the Peace
- (S oo ( [ .
1.15 Name and file of State Agency Signatory

Date: 7/'1@/7 l-h.',ﬁfv\ D, L‘;’L"W} nLJ'CO.J D-muhl'

rtment of Adminisifatibn, Division of Personnel (if applicable)

Dircetor, On:

<ial (Form, Substance and Excecution) (if applicable)

Approvas uy upe nuune; GOy

g p ks Yl

1.18 Approval by the Governor and xccutive Cm@ (if appli

By: On:

Page | of 4






Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specificd in block 1.9, or his or
her successar, shall be the State’s representative. In the event
of any dispute conceming the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule; :

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure o perform any other covenant, term or condition
of this Agreement, ‘
8.2 Upon the occurtence of any Event of Defauly, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remiedied within, in the |
absence of a greater or lesser specification of time, thirty (30}
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a writien natice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 reat the Agreement as breached and pursuc any of iis
remedies at law or in equily, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION. '

9.1 As used in this Agreement, the word “data’” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of. this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, seund recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, rotes, letiers, memoranda, papers, and documents,
alt whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shalf be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

Page 3 of 4

10. TERMINATION. [n the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractar shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, 2 report (“Termination Report”) describing in
detail all Services performed, and the contract price eamed, to
and including the date of tecmination. The form, subject
matter, conient, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the anached EXHIBIT-A.

(1. CONTRACTOR'S RELATION TO THE STATE. [n
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to

- bind the State or receive any benefits, workers' compensation

o other emoluments provided by the State (0 its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Coatractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior wrinien notice and
consent of the State. None of the Services shall be”
subcontracted by the Contractor without the prior written
notice and consent of the State. :

13, INDEMNIFICATION. The Contractor shall defend,
indemnify and hotd harmless the State, s officers and

employees, from and against any and all losses suffered by the
State, its officers and employees. and any and al! claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed 10 artse out of) the acts or omissions of the
Contractor. Norwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, abtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance: '

14.1.t comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than §1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all

" property subject to subparagraph 9.2 herein, in an amount not

less than 80% of the whole replacement value of the property.
142 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.
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Scope of Services

1. Provisions Applicable to All Services

1.1,  The Contractor agrees that, to the extent future legisiative action by the New
Hampshire General Court or federal or state court orders may have an impact on the °
Services described herein, the State Agency has the right to modify Service priorities
and expenditure requirements under this Agreement so as 1o achieve compliance
therewith. -

1.2. Notws'thstanding any other provision of the Contract to the contrary, no services shall
continue after June 30, 2019, and the Department shall not be liable for any
payments for services provided after June 30, 2019, unless and until an
appropriation for these services has been received from the state legislature and
funds encumbered for the SFY 2020-2021 biennia.

2.  Scope of Services

2.1, The Contractor shall schedule an on-site meeting with the Department and Delivery
System Reform Incentive Program (DSRIP) staff for a project kick-off meeting, within
thirty (30) days of the Contract effective date in arder to:

2.1.1. Clarify evaluation goals and prionties; .
2.1.2. Discuss next steps, including establishing a final implementalion plan;
2.1.3. Establish data sharing protocols, processes, and procedures; and »
2.1.4. Solidify project timelines.

2.2. Project Management and Support

2.2.1. The Contractor shall prepare and submit a draft DSRIP Evaluation
implementation Work Plan within thirty (30) calendar days of the Contract
effective date to the Department for approval. The Implementation Plan shall
include, but is not limited to: '

2.2.1.1. All evaluation activities and accompanying tasks, which shall
include, but are not limited to:

2.2.1.1.1, Accessing Department Dala sets.
22.11.2 Data assessment.
22113 Data collection and preparation.
22114 Measures calculation.
2.2.1.1.5 Data analyses.
University of Southern Maine Exhibit A Contractor Initlals m\‘_‘_/_
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Delivery System Reform incentive Program (DSRIP) Evaluator

2.3.

2.22.

223

224

2.2.5

2.2.6.

Exhibit A
221186 Development and campletion of all required
interviews and surveys.
22117, Activities for monitoring budget neutrality.
22118’ Meetings and/or conference calls.
22119 - Activities for monitoring budget neutrality.
2.2.1.1.10. Activities for monitoring compliance with the DSRIP

budge! neutrality agreement.

2.2.1.2. Timeframes for corhpletion {start dates, end dates, percent
complete).

2.2.1.3. identification of the responsible individuals. .

The Contractor shall maintain a fog to track decisions made regarding any
changes to the DSRIP Evaluation Design and/or Implementation Plan.

The Contractor shall host conference calls blweekiy with Department staff
throughout the project.

The Contractor shall panticipate in conference calls with Centers for Medicare
and Medicaid Services (CMS) as needed.

The Contractor shall provide written monthly progress reports to the
Department in accordance with Section 3, Reporting. .

The Contractor shall respond, via email, to all inquiries from the Depantment
within two (2) business days.

Conduct Evaluation

2.3.1.

23.2.

233

The Contractor shall conduct the evaluation of the Delivery System Reform
Incentive Program (DSRIP) adhering to details described in the DSRIP

- Evaluation Design, Center for Medicaid and Medicare Services and the

Department's requirements. Any and all suggested revisions shal! be
approved by the Departmenl prior to implementation.

The Contractor shall comprele the Evaluation activities identified in the
OSRIP Evaluation Imptementation Plan, as approved by the Department,
within the timelines specified. ‘

The Contractor shall support the Department in complying with CMS General
Reporting, Evaluation, and Monitonng requirements, as outlined in Section X:
Evatuation of the Demonstration of the CMS Special Terms and Conditions
(STC) for NH's Section 1115 Demonstration entitled “Building Capacity for
Transformation” (http://www.dhhs.nh.gov/section- 1115-wawer/documents/pr-
2016-01 05-transformat|on waiver-terms.pdf).

University of Southern Maine Exhidit A ) Conltractor Initials /&&\/
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7.3. . _mand repayment of the excess payment by the Con  tor in which event failure 6 make
such repayment shall constitute an Event of Default bereunder. When the Contractor’is
permitted to determine the eligibility of individuals for services, the Contraclor agrees to
reimburse the Department for all funds paid by the Depantment to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8.

10.

Maintenance of Racords: In addition to the eligibility records specified above, the Contractor

covenants and agrees to maintain the following records during the Contract Period:

8.1. . .jca....cords: books  ords, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptabie to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2. Statistical Records: Statistical, enroliment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility (including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and an invoices submitted to the Depantment to obtain
payment for such services.

8.3. Medical Records: Where appropnate and as prescribed by the Department regulanons the
Contractor shall retain medica! records on each patient/recipient of services.

Audit: Contractor shall submit an annual audit to the Depariment within 60 days after the close of the
agency fiscat year. It is recommended that the repont be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations™ and the provisions of Standards for Audit of Govemmental Organizations,
Programs, Activities and Functions, issued by the US General Accounting Office {GAO standards) as
they tain to financial compliance audits.

9.1, Audit and Review: During the term of this Contract and the period for retention hereunder, the
Depanrtment, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reponts and records maintained pursuant to
the Contract for purposes of audit, examination, excespts and transcripls.

9.2.  Audit Liabilities: In addition to and not in any way in limitaticn of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be heid liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exceptnon has been taken or which have been disaliowed because of such an
exception,

- snfidentiality of Records: All information, reports, and records maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidential and shall not
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
directly connected (o the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpase not
directly connecled with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his

attorney or guardian.
Exhibit C - Special Provisions Contractor (nitials _&_
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Statistical: The Contractor agrees (o submit the following reports at the following
times if requested by the Department.

14.1.  Interim Financial Reports: Written interim financial reports containing a detailed description of
all costs and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2.  Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information required by the Department.

"12. Completion of Services: Disallowance of Costs: Upon the purchase by the Deparntment of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Conlract and al the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if, upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shail retain the right, at its discreticn, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

13. Credits: Al documents, natices, press releases, research reports and other materials prepared
during ar resulting from the performance of the services of the Contract shall include the following
statement:

13.1.  The preparation of this {report, document elc.) was financed under a Contract with the State
" of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

t4. Prior Approval and Copyright Ownership: All malerials (wiitten, video, audio) produced or
purchased under the conlract shall have prior approval from DHHS before prnting, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any matenials produced under the contract without
prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regutations: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to taws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any govemmental license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at-all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Conlract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be in conformance with local building and zoning codes, by-
laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), it it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or

Exhibit C - Special Provisions Conlractor Initiats w
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mare employees, it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Centification Form to the OCR certifying it is not required to submit or maintain an EEOP. Non-
profit organizations, indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, buf are required {o submit a certification form to the OCR to claim the exemption.
EEOP Cenification Forms are available at: http:/Mww.ojp.usdoj/aboutioce/pdfsicert. pdf.

17. Limited English Proficiency (LEP): As clarified by Executive Order 131686, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, national arigin
discrimination includes discnmination on the basis of limited Engfish proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title V! of the Civil
Rights Act of 1964, Contractors must lake reasonable steps to ensure that LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whistieblower Protections: The
following shall apply to alf contracts that exceed the Simplified Acquisition Threshold as defined in 48
CFR 2.101 (currently, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working 0 this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contractor employee whistieblower protections established at

41 U.S.C. 4712 by section 828 of the Nationa! Defense Authorization Act for Fisca! Year 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shail inform its employees in writing, in the predominant language of the workforce,
of employee whistieblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

(c) The Conlractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: OHHS recognizes that the Contractor may choase to use subcontractors with
greater expertise la perform certain heaith care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shali evaluate the subcontractor's ability to perform the delegated
function(s). This is accomptlished through a wntten agreement that specifies activities and reporting
respansibilities of the subconiractor and provides for revoking the delegation or impasing sanctions if
the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegales a function to a subcontraclor, the Contractor shail do the following:

19.1.  Evaluate the prospective subcontractor's ability to perform the aclivities, before delegating
the function

19.2. Have a written agreement with the subcontractor that specifies activities and reporting
responsibilities and how sanctions/revocation will be managed if the subcontractor's
performance is not adequate

18.3.  Monitor the subcontractor's performance on an angoing basis

Exhibh C - Special Provigions Contractor tnitiats X ﬂ -
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19.4.  Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed
19.5. DHHS shall, at its discretion, review and approve all subcontracts.

if the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shatl
take corrective action.

DEFINITIONS
As used in the Contract, the foliowing terms shall have the foliowing meanlngs

COSTS: Shall mean those direct and indirect items of expense determined by the Department to be
allowable and reimbursable in accordance with cost and accounting principles established in accordance
wuth state and federal laws, regulations, rules and orders.

DEPARTMENT: NH Departmenl of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which is
entitled "Financial Management Guidelines” and which contains the regulations governing the financial
activities of contractor agencies which have contracted with the State of NH to receive funds.

PROPOSAL: If applicable, sha!l mean the document submitted by the Contractor on a form or forms
required by the Departmenl and containing a description of the Services to be provided to eligible
individuals by the Contractor in accordance with the terms and conditions of the Contract and setting forth
the total cost and sources of revenue for each service to be provided under the Contract.

UNIT: Far each service that the Contraclor is to provide to eiigible individuals hereunder, shall mean that
period of time or that specified act:vny determined by the Oepartment and specified in Exhibit 8 of the
Contract

FEDERAUSTATE LAW: Wherever federal or state laws, regulations, rules, orders, and policies, et¢. are
referred (o in the Contract, the said reference shall be deemed to mean all such laws, regulations, etc. as
they may be amended or revised from the time o time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Depariment of Administrative
Services containing a compilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of implementing State of NH angd
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will not supplant any existing federal funds available for these services.

Exhibit C — Specia! Provisions Cantzactor Imlla!s
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REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of the Genera! Provisions of this contract, Conditional Nature of Agreement, is
replaced as follows:

4.

CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including without limitation, the continuance of payments, in whole or in par,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the approprialion or availability of funds affected by
any state or federal legisiative or executive action that reduces, eliminates, or otherwise
modifies the appropnation or availabilty of funding for this Agreement -and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in part: In no event shall the
State be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a reduction, termination or modification ¢f appropriated or available funds, the
State shall have the right to withhold payment until such funds become available, if ever. The
State shall have the right 1o reduce, terminate or modity services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required 1o transfer funds from any other source or account into the
Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other
account, in the event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract, Termination, is amended by adding
the foliowing language;

101

1102

10.3

10.4

10.5

The State may terminate the Agreement at any time for any reason, at the sole discretion of
the State, 30 days after giving the Contractor written notice that the State is exercising its
option'to terminate the Agreement.

In the event of early termination, the Contractor shall, within 15 days of notice of early
termination, develop and submit to the Stale a Transition Plan for services under the
Agreement, including but not limited ta, identifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs.

The Contractor shall fully cooperate with the State and shall promptly provide detailed
information to support the Transition Plan incluging, but not limited to, any information or
data requested by the State related to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested. -

In the event that services under the Agreement, including but not limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.

The Contractor shall establish a method of notifying clients and other affected individuals
about the transition. The Contractor shall include the proposed communications in its
Transition Plan submitted to the State as descnbed above.

3. Subparagraph 9, of the Generat Provisions of this contract, Paragraph 9.3, is amended to read as
follows: .

CURHHI110713

Data/Access/Confidentiality/Preservation

Confidentiality of data shail be govemed by N.H. RSA chapter 91-A or other existing faw. in
the event disclosure of data is required By Contractor to comply with law or legal process
(including but not limited to Freedom of Information Act (5 U.S.C 552) or Maine Freedom of
Access Act (FOAA) 1 MRSA §401 et. seq.), Contractor shall give State prompt notice of
such a required disclosure and provide reasonable assistance to State if State opts to, take
lawful action to minimize the extent of such disclosure.
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4, Subparagraph 13, of the General Provisions, Indemnification, is amended to read as follows:

The Contractor shall defend, indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the State, its officers and
employees, and any and all claims, liabilities or penalties asserted against the State, its
officers and employees, by or on behalf of any person, on account of, based or resulting
from, arising out of (or which may be claimed to arse out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein contained shall be deemed to
conslitute 8 waiver of the sovereign immunity of the State, which immunity is hereby
reserved to the State. This indemnification obligation shall not apply to any claim for which
Contractor would not be liable under the Maine Tort Claims Act (14 MRS A ‘8101, et seq.)
if such claim were made directly against Contractor and Contractor shall continue to enjoy
all nghts, claims, immunities and defenses available to it under law. This covenant in
paragraph 13 shall survive the termination of this Agreement.

5. Renewal:

The Department reserves the right to extend this Agreement for up to four (4) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
approval of the Govemnor and Executive Council,

Exhibit C-1 = Revisions to Standard Provisions Contractor Initials
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CERTIFICATION REGARDING DRUG-FREE WORKPILACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100690, Title V, Subtitie D; 41
U.S.C. 701-et seq.), and further agrees to have the Conltractor's represenlative, as idenlified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workptace Act of 1988 (Pub. L. 100690, Titte V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Pan Ii of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Depaniment in each federal fiscal year in lieu of certificates for
each grant during the federa! fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
terminaticn of grants, or govemment wide suspension or debarment. Contractors using this form should
send it to: :

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concerd, NH 033016505

1. The grantee certifies that it will or will continue to provide a drug-free workpiace by:

1.1, Publishing a statement notifying employees that the unfawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against emproyees for violation of such
prohibition;

1.2,  Establishing an ongoing drug-free awareness program to inform employees about

© 1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs and
1.2.4. The penatties that may be imposed upon'emgloyees for drug abuse violations
occurring in the workplace:;

1.3. Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement requiced by paragraph (),

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee wil
1.4.1. Abide by the terms of the statement; and
1.4.2.  Notify the employer in writing of his or her conviction for a violation of a criminal drug

stalute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant aclivity the convicted employee was working, unless the Federal agency

' Exhidit D - Cetification regarding Drug Free Contractor lnilialyg Q:
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has designated a central point for the receipt of such notices. Notice shall include the
identification numbet(s) of each affected grant;
1.6. Taking one of the foliowing actions, within 30 calendar days of receiving notice under
subparagraph 1.4 2, with respect to any employee who is so convicted
1.6.1. Taking appropnate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requinng such employee to panicipate satisfactorily in a drug abuse assistance or
cehabititation program approved for such purposes by a Federat, State, or focal heaith,
1aw enforcement, or other appropnate agency;
1.7.  Making a good faith effort 1o continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

34 Bedford Street 12 East Chesinut Sireet
Portiand, Maine 04104 " Augusta, Maino 04330
Cumbedand County Keanebec Counly

Check O if there are workplaces on file that are not identified here.

Contractor Name:

dlivlis Dlar ol

Date Name: Tamara L. Blair Kirk
' Tite: ODirector, Research Service Center
Authonized Organizationa! Rapresentative
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CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section .1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Govemment wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1,11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title 1V-A
*Child Support Enforcement Program under Titie IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

“Community Services Block Grant under Tite Vi

*Child Care Devetopment Block Grant under Title tV

The undersigned certifies, to the best of his or her knowledge and betief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. f any funds other than Federal appropriated funds have been paid or will be paid to any person for.
‘influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of 2 Member of Congress in connection with this
Federal contract, grant, loan, or coaperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall cemplete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.}

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
foans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is 8 matenal representation of [act upon which reliance was placed when this transaction
was made or entered into.- Submission of this certificalion is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person whio fails to fite the required
certification shall be subject to a civil penally of not less than $10, 000 and not more than $100,000 for
each such failure.

Contractor Name: -

elib] e L Blain ke

Date Name: Tamara L. Blair Kirk
Title: Director, Research Service Center
Authorized Organizational Representative

Exhiblt € ~ Certification Regarding Labbying Contractor Initials —&L"
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New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees 1o comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
centification set oul below. - :

2. The inability of a person to provide the certification required below will not necessarily result in denial
of panticipation in this covered transaction. if necessary, the prospective panicipant shall submit an
explanation of why it canno! provide the cenification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether 1o enter into this transaction. However, failure of the prospective primary
participant to furnish a cenification or an explanation shall disqualify such person from panticipation in
this transaction.

3. The cenification in this clause is a3 material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If itis later determined that the prospective
primary:participant knowingly rendered an ermoneous certification, in addition to other remedies
available to the Federal Governmen), DHHS may terminate this transaction {or cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal {contract) is submitted if at any time the prospective primary participant leams
that its certification was erroneous when submitled or has become erroneous by reason of ¢changed .
circumstances.

5. Thet *covered transaction,” “debarred.” “suspended,” “ineligibte,” “lower tier covered
transaction,” “participant,” “person,” *primary covered transaction,” “principal,” *proposal,” and
*voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Pant 76. See the
attached definitions. ’

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered fransaction be entered into, it shall nol knowingly enter into any lower tier covered
transaction with a person who is debared, suspended, declared ineligible, or voluntarily excluded
fram participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant futher agrees by submitting this proposal that it wilt include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lawer Tier Covered Transaclions,” provided by DHHS, without modification, in a!l lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a cedification of o prospective padicipant in a’
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered iransaction, uniess it knows that the certification is ermoneous. A participant may
decide the method and frequency by which it determines the eligibility of its prncipals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded panies).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exnibit F — Certification Regarding Debanment. Suspension Contractor Initialé{ bi
. And Other Responsibility Matiers g
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New Hampshire Department of Health and Human Services
: Exhibit F

information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authonzed under paragraph 6 of these instructions, if a padicipantin a
covered transaction knowingly enters inla a lower lier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant cedifies to the best of its knowledge and belief, that it and its
principals:

11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarnily excluded from covered transactions by any Federal depaniment or agency;

11.2. have not within a three-year period preceding this proposal (¢ontract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obiaining, atempting to oblain, or performing a public (Federal, State or local)
transaction or a conlract under a public transaction; violation of Federal or State antitrust
statuies or commission of embezzlement, thefl, forgery, bribery, falsification or destruction of
records, making false stalements, or receiving stolen property;

11.3. are not presentiy indicted for otherwise crminally or ¢ivilly charged by a govemmental enlity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (1)(b)
of this certification; and '

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or defaull.

12. Where the prospective primary paricipant is unable to certify to any of the statements in this
certification, such prospective panticipant shall altach an explanation o this proposal {contract).

LOWER TIER COVERED TRANSACTIONS _

13. By signing and submitting this lower tier proposal (contract), the praspeclive lower tier participant, as
defined in 45 CFR Pan 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debamed, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier pariicipant further agrees by submitting this proposal {contract) that it will
include this clause entiled “Cenification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transaclions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

AT DAl bl

Date Name: Tamars L. Blair Kirk
Title: Director, Research Service Center
Authorized Organizational Representative

Exhibh F - Centificaion Regarding Oebarment, Suspension Contractor Inftia
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New Hampshire Department of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGAN!ZATIONS AND
"~ WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representalive as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the foliowing
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may inciude:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, calor, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, eithers in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminaling on the basis of race, color, or national ongin in any program or activity);

- the Rehabiiitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federa! financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any.program or activity;

- the Americans with Disabilities Act of 1990 {42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employmen), State and local
government services, public accommaodations, cqmmercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. it does notinciude
employment discrimination,; .

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJOP Grant Programs); 28 C.F.R. pt. 42
(U.S. Cepartment of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental pnnciples and policy-making -
criteria for partnerships with faith-based and neighborhood organizations;,

-28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act {NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for

~ ihancement of Contract Employee Whistieblower Protections, which protects employees against
repnsal for certain whistie blowing activities in connection with federal grants and contracts.

The certificate set cut below is a material representahon of fact upon which reliance is placed when the

agency awards the grant. False cedtification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or govemment wide suspension or

debarment.
Exhibit G )
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New Hampshire Dopartmem of Health and Human Services
Exhibit G

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discriminalion after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, 1o
the applicable contracting agency or division within the Department of Health and Human Servuces and
to the Department of Heanh and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the Genera! Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, 1o execute the following
certification:

I. By signing and submitting this proposat (contracl) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

¢llk/lg M ply s e

Date Name: Tamara L. Blair Kirk
Titte: Director, Research Service Center
Authorized Organizalional Representalive

Exhitit G -t:ﬁ /\)
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New Hampshire Department of Health and Human Services
Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCG SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or reguiary for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through Stale or local governments, by Federal gran{, contract, loan, or loan guaraniee. The
law does not apply ta children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the {ollowing
certification:

1. By signing and submitling this contrac, the Contractor agrees to make reasonable efforts 1o comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1954,

Coniractor Name:

Date J Name: Tamara L. Blair Kirk

Title: Diroctor, Ressarch Service Center
Authorized Organizational Representative

Exhidit H —~ Certification Regarding Contrador Initizts
Environmenta! Tobacco Smoke
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New Hampshire Department of Health and Human Services

Exhibit |

HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of individually Identifiable Health information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Depariment of Health and Human Services.

{1) Definitions.
a. ‘Breach’ shall have the same meaning as lthe term Brea”h' in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Reguiations.

¢. “Tovered -ty has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “Data Aqaregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164,501.

f. =t*-="-~Care O---—‘ions” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
20089. '

h. “HIPAA" means the Hea!th Insurance Portability and Accoumab:lnty Act of 1996 Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(qg).

j. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Depariment of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by

Business Associate from or on behalf of Covered Entity.
372014 ' Exhibit t Contractor Initials” C" E
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New Hampshire Department of Health and Human Services

Exhibit |

(2)

“Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

ecratary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health information at 45 CFR Part 164, Subpart C, and amendments thereto.

-Unsecured Protected Health Information” means protected heatth information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is deveioped or endorsed by
a standards develoging organization that is accredited by the American National Standards -
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C F.R. Parts 160 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate Use and Disclosure of Proter -~ “'e~"** '~fa—-tion.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
L For the proper management and administration of the Business Associate;
It. As required by law, pursuant to the terms set forth in paragraph d. below; or
li. For.data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHito a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHi will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disctosed to the third party; and (ii) an agreement fram such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Natification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide servicés under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law. without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. f Covered Entity objects to such disclosure, the Business

32014 Exhibit | Conlractor Initials EE

Healih Insurance Portability Act

Business Associate Agreement Dot (}X\'\, \\ g

Page 20f 6



New Hampshire Department of Health and Human Services

Exhibit |

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies. ' ‘

e. If the Covered Entity notifies the Business Associate that Covered Enlity has agreed to
- be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

s

(3) Obiigations and Activities of Business Asso " *1.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shalt immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to: :

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o - The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security,-and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PH! received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e.  Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (l). The Covered Entity.
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor’'s intended business associates, who will be receiving PHI
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and d|sc|05ure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PH! 1o the Covered Entity, for purposes of enabling Covered Entity to determine
‘Business Assaciate’'s compliance with the terms of the Agreement,

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Assaciate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PH! or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Enmy to fulfill its
obligations under 45 CFR Seclion 164.526.

i Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PH! in accordance with 45 CFR Section
164.528.

J. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHi, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to. amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request 1o Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, lhe Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I, Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in

" the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasiblg, for so long as Business ! S
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PH| has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Assaciate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164,522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immedtiately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6} Miscellaneous

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit 1, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendr-=~* Covered Entity and Business Associate agree to take such action as is
necessary i€ nend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Qwnership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. !
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e Seareqation. if any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable,

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the pratections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

Department of Health and Human Services University of Southern Maine
The State Name of the Contractor

FARblain Lol

Signature of Authorized Representative

epresentative

. L:y)mcu\] Tamara L. Bjair Kirk

N
Name of AuthoriZ€d Representative Name of Authorized Representative
nva e a,i U-\(({ e Direclor, Research Service Center
Title of Authorized Representative Title of Authorized Representative
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New Hampshira Department of Health and Human Services
Exhibit J

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA)COMPLIANCE -

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to execulive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reponting Subaward and Executive Compensation Information), the
Oepartment of Health and Human Services {DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS &)

0. Total campensation and names of the topfive executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

SPeNOORON

" Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Depariment of Health and Human Services and to comply with all applicable provisions of the Federal
"Financial Accountability and Transparency Act.

Conlractor Name:

9lihg A\ el

Date” ~ Name: Tamara L. Blair Kirk
Tile: Director, Research Service Center
Authorized Organizational Representative

Exhibit J ~ Centificalion Regarding the Federal Funding Contractor Initials
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New Hampshire Department of Health and Human Services
Exhibit J

FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | cenlify that ihe responses o the
below listed questions are true and accurate.

1. The DUNS number for your emiry is: —-0—77Anﬂcc7

2. inyour business or organization’s preceding completed fiscal year, did your business or organization’
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annua!
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

X NO YES
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. ODcoes the public have access to infarmation about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Seccurities
Exchange Act of 1934 (15 U.S.C.78m(a). 780(d}} or section 6104 of the Intema! Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here
I the answer 1o #3 above is NO, please answer the foliowing:

4, The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: i Amount:
Name: Amount:
Name: Amount: _
Name: Amount;
Name: Amount:
Exhibit J - Cenification Reganding the Federal Funding Contradtor Irndlials _'_C_ng_f
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New H: shire Department of Health and Human Services
_ Exhibit K
DHHS Information Security Requirements

A. Definitions
The foliowing terms may be refiected and have the described meaning in this document:

1. “Breach®™ means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any simitar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Prolected Health
Information, * Breach” shalt have the same meaning as the term "Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
incident” in section two (2) of NIST Publication B00-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce, '

3. ‘*Confidential Information® or *Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance

~ Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. ' '

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PH!), Personal Information (Pl), Personal Financial
information (PFI), Federal Tax Information (FTI), Social Security Numbers {SSN),
Payment Card Industry (PCl), and or other sensitive and confidential information.

4. “End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. “HIPAA" means the Health insurance Portability and Accountability Act of 1896 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security poticy,
which includes attempts (either failed or successful) to gain unauthonzed access to a
system or its data, unwanted disruption or denial of service, the unautharized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire’'s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted P!, PFI,
PHI or confidential DHHS data.

8. "Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. '

9. “Privacy Rule” shall mean the Standards for Pnivacy of Individually ldentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Depariment of Health and Human Services.

10. "Protected Health Information™ (or “PHI") has the same meaning as pravided in the
definition of “Protected Health Information® in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11, "Security Rule” shalli mean the Security Standards for the Proteclion:of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthonzed individuals and is
developed or endorsed by a standards developing organization that is accredned by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
excep! as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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M w~ Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity o
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PH!
pursuant to the Privacy and Securty Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
resirictions and must abide by any additional security safeguargs.

4. The Contractor agrees that DHHS Data or denvative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Dala obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and thal said
application’'s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or porlable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information. :

4, Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as ODropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mait Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a3 named individual.

7. lLaptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidentiat Data via an open
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User’'s mobile device(s) or {aptop from which information will be
transmitted or accessed. '

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmiiting Confidential Data will
be coded for 24-hour auto-deletion cycle {i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

~ 1. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A Retenﬁon

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in suppont of protecting Department confidential information.

4. The Contractor agrees 1o retain all electronic and hard copies of Confidential Data
in a secure location and identified in section V. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and securnity. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as 3

V4. Last update 04.04.2018 Exhidit K Contractor lnitiats:tw
DHKHS Information i
Security Requirements %
Page 4019 Dste BHLQ“



New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

wholeé, must have aggressive intrusion-detection and firewall protection.

6. The Conltractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

8. ODisposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written centification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
‘New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, Nationa! Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and cedtify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees 1o destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confident:al Data
by means of data erasure, also known as secure data wiping.

V. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidentia! information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
cfeation, transformation, use, storage and secure destruction) regardless of the
media used ta store the data (i.e., tape, disk, paper, etc.).
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New Hampshire Departmen Health and Human Services
Exhibit K

DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. Tha Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. Iif the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to secunty requirements that at a' minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor wili work with the Depantment to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contraclars prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabitities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an altemnate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make -efforts to investigate the causes of the breach, promptly take measures to

prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

. I )
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New Hampshire Depar Health and Human Services
Exhibit K
DHHS Information Security Requirements

the breach, including but not fimited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidentiai Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a leve! and scope that is not less
than the leve! and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Prvacy Act of 1874 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Pars 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees te establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer 1o Vendor Resources/Procurement at https://www.nh gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating ta vendors.

14, Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and .
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authonzed End Users who need such DHHS Data to
perfarm their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Useréz

a. comply with suchvsafeguards as referenced in Section IV A above,
implemented to protect Confidential Information that is fumished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information anly if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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New Hampshire Department  -ealth and Human Services
Exhibit K

DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g.. door locks, card keys,
biametric identifiers, etc.).

g. only autheorized End Users may transmit the Confidential Data, including any
denvative files containing personally identifiable information, and in ail cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all aother instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user ¢credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. OHHS
reserves the right to conduct onsite inspections to monitor ‘compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal reguiations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor learns of their occurrence,

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification -
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor’s procedures must also address how the Contractor will:

1. Identify Incidents,;
2. Determine if personally identifiable information is involved in Incidents;
3. Repért suspected or confirmed Incidents as required in this Exhibit or P-37,

4. |dentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses 1o Incidents; and
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